Bonpockl Knbepbe3onacHOCTU npw
voaneHHoun pabote B ycnosuax COVID-19.

Unba KpaBuos
PykoBoaouTens IBM Security B Poccumn n CHI
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Peakumng Ha COVID-19 — lNpunoputeTtbl Vb npu
voasieHHOW paboTe

ObecneunTb
HenpepbIBHOCTb Vb

e [MoppepxmBatb paboTy
cny>6bl Ib B pexxume 24/7

e [lepenTu Ha yoaneHHoe
pearmpoBaHue Ha UHUMOEHTD

BbiTb rOTOBbIM K HOBbIM
yrpo3am

e BANTENBHOCTb U
OCBeOOMJIEHHOCTb

e ObecneynTb be3onacHoOCTb
yOoaneHHon paboTbl

e [lOHMMaTb BO3pOCLLME PUCKMU

ObecneymTb rOTOBHOCTb
IT

e ONpenennTb KPUTUYHbIE
DYHKLUMU U COTPYOHUKOB

e ObecneynTb COTPYOAHUKOB
HeobxoaMMbIMK pecypcamu

e [lpopaboTtaTb NnaH
OTKA30yCTOUUMBOCTHU
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OrpaHnyeHmna n pUCKU
vOoaSIeHHOM pPaboThl

e Y MHOIMX COTPYAHMKOB HET 3aLLMLLEHHbIX KOPNOPAaTUBHbIX YCTPOMUCTB

e [lponyckHaga cnoCOBOHOCTb AOMALLHUX CETEN 3a4acTyo HeOoCTaTOuYHa AJ19 BbINOSIHEHUS
CNy>XebHbIX 0693aHHOCTEN

e MacwTabupoBaHMe BblUMCAUTENbHOM MHDPACTPYKTYPbI M NogaepxaHue ee B paboyeM
COCTOSIHUW 3aTPYAHEHDbI

e Pe3ko Bo3pocllaa Harpyska Ha kopnopaTtuBHble VPN-coeonHeHUs

e COTPYOHMKN UCNOb3YIOT JOMaLLHWE YCTPOUCTBA, KOTOPbIE He 3allULLEHbI
KOpNopaTuBHbIMU cpeacTBaMu 6€30nacHOCTU U KOHTPONS

e HeonpepoeneHHOCTb B Bonpocax cobntogeHnsa TpeboBaHn perynsaTtopos
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PekoMernoauymm
nnqa besonacHow yoaneHHow paboTbl

HanoMHUTE COTPYAHMKAM O npaBuiax besonacHom paboTbl U3 goMa
/ICNONb3ynTe KOPnopaTuBHbIE CPeaCcTBa CBSA3M M COBMECTHOW paboThl

€ UCMONb3YNTE BHELIHNE CEPBUCHI ANS Paboumx Hy>K,

> W
|

ONb3YyMTECb KOPNOPATUBHBIMU YCTPOUCTBaAMK OS149 PaboTbl U
cobnopoanTe NoNnTUKKM besaonacHoCTK

byabTe 6aMTENbHbI M MTOMHUTE O COLUANBHOW UHXEHEPUN
CobntoganTe rmrneHy HaxoXoeHusa B ceTu
Mcnonb3ynTe OBYXMAKTOPHY ayTEHTUPUKAL IO

ObecneybTe HEODXOAMMYHO MPONYCKHYO cnocobHocTb VPN

o oo N o O

[TpoBOONTE TECTUPOBAHME HA MPOHUKHOBEHME U HE30MacHOCTb
MPUNOXEHNI
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Cnacmbo

Follow us on:

Ibm.com/security

securityintelligence.com

Ibm.com/security/community

xforce.ilbmcloud.com

@ibmsecurity

youtube.com/ibmsecurity
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© Copyright IBM Corporation 2020. All rights reserved. The information contained in these materials is provided for
informational purposes only, and is provided AS IS without warranty, of any kind, express or implied. Any statement of
direction represents IBM’s current intent, is subject to change or withdrawal, and represent only goals and objectives.
IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines
Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks
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Statement of Good Security Practices: IT system security involves protecting systems and information through
prevention, detection and response to improper access from within and outside your enterprise. Improper access can
result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your
systems, including for use in attacks on others. No IT system or product should be considered completely secure and no
single product, service or security measure can be completely effective in preventing improper use or access. IBM
systems, products and services are designed to be part of a lawful, comprehensive security approach, which will
necessarily involve additional operational procedures, and may require other systems, products or services to be most
effective. IBM does not warrant that any systems, products or services are immune from, or will make your enterprise
immune from, the malicious or illegal conduct of any party.
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https://securityintelligence.com/
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