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MH>XeHepbl nonb3yoTcd W B TeHN

>60%

BallnX MH)KeHepOB y)Ke JIN4yHbIEe dKKayHTbl 1 OMJi1aTa
ncnono3ytoT N B paboTte

Kak BbIrnaanT
TeHeBoU NI

NcxogHbI KOO, yXO0OuUT
BO BHELUHNE CEPBUCHI

KaXxpgada cTpoka — nogapok
3/10yMbliLINIEHNKAM




Mbl BbIBOAUM | 38
N n3 TeHun \



be3sonacHas akocnuctema UN-peweHnmn
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Be3onacHas pabpunka pa3pabdboTku

& Gitriic

Poccunckasa nnatpopma
ona Git-penosutopumeB n DevOps

@ BouMaH

[MbpugHasa nnatdopma
KOHTenHepu3auum

* Astra Linux

Poccumnckaa OC ons pa3paboTku
M 3KCnayaTauuu

Astra Dev Platform

KO/

areHTHas cucTtema ans
Pa3paboTKM B 3aLMNLLEHHOM
KOHTYype — cepaue CUCTEMbI

Poccunckasa Java

Cpepna BbINMOJIHEHUS U UHCTPYMEHTDI
ons paspaboTky Ha Java

CpepacTtBa
paspaboTku

@; oveninE

IDE, nnarunHbl, oThagynku
N UHCTPYMEHTbl aHanM3a Koa

Bbe3onacHOCTb

SAST, DAST, KOHTPO/1b 3aBUCUMOCTEWN,
yrpaBneHne ceKpeTamu
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LleneBoe BuaeHMe no4YyToBOro NOMoOLWHUNKA

TpeboBaHUs K areHTy, chopMynnpoBaHHble B paboyen 3apave. )

=] dyHKUMOHaNbHbIe TpeboBaHUS

* YuTaTb OOCTYMHbIE NO/b30BATENIO NMMCbMa 33
YKa3aHHbIN NepUuoa.

* CoCcTaBNATb CBOAKY: BPEMS, OTNPaBUTESNb, TEMA U
KpaTKoe coaepxaHue.

* BblaenaTb BONpoOChl, TPEOYIOLIME OTBETA NN
obcyxaeHus.

RURIST

© TpeboBaHUs K Be30MacHOCTU

PaboTaTb C MOYTOM TOJIbKO B PEXUME YTEHUS.

[MTpoBepATb AOCTYMN MO Y4ETHOM 3aNUCK U Fpynnam
ALD PRO.

Mcnonb30oBaTb TO/IbKO Pa3peLléHHbIEe
MHCTPYMEHTBI.

PaCCManl/lBaTb coagep>xmmMmoe rnncemMm Kak daHHble U
He BbINMOJIHATb BHe,EI,péHHbIe B HUX MHCTPYKUUNN.

O A



CKBO3HOW NpoLLecc co3faHna cepBuca y

- O

Co3paHue 1 3kcnnyaTaumMa noytoBoro nomouiHmMKa RuPost. ~ o /
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Co3paHue cepBUCa : a
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[locTaHOBKaA Pa3paboTka [IpoBepKn KoHTenHepHoe HacTpounka PaboTa
3a4a4u cepBuca n cbopka pa3MelieHumne areHTa C Mo4YTOM ‘
Llenb, pe3ynbraT N3MeHeHus Koa, cbopka KOMMOHEeHTHI Mopenb, MCP 3anpoc 4
7 Tpe6OBaHVIFI B PENMNO3NTOPUNUN N NMNOCTaBKa B KJ1aCTepe N NOJINTUKHA N CBOAOKa NniMcem
»
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Co3paHne paboyen 3a4a4m B Tpekepe

Pabouuii cton v TpoekTbl ¥ 3agaunm v Tempo v [Jockn v T[naHbl v Links ¥ Commits ¥ Reports TecTupoBaHue Co3paTtb

] Pabouas 3agaya

Actpa MM [Xab] / AIH-378
Be3onacHbivt noyToBbiK areHT RuPost Ha AgentX ¢ nonutukamu ALD PRO

Actpa UM [Xab]
B kapTouke AlIH-378 dpukcmpyem
Ha3Ha4YeHne cepBuca, OXUgaemMbin
pe3ynbTaT U yC/I0BMS peanmsaumn.

AcTpa MW Xab & PepakTupoBaTb Q Oo6aBuTb KOMMEHTapUiA HasHauutb  Ewe... v

Crimcok 3apad v [eTtanu 3apa4u Tioau

Tun: 3agava PewleHue: HeT peluerus CnoNHUTENb: . Anekceit Kum @

MpuopuTeT: Medium .
puop ABTOp:! .AneKceM Kum @
KOMMOHEeHTbI: He 3anonHeHo

MaHenb Kanban

[MOMOLWHMK AO/KEH COCTaBNATb
CBOAKY BXOASALLMX MUCEM U BbIAENATb
BOMNPOChI, Tpebyoume oTBeTa

nnmn obcyxxaeHus.

Penusbl
HabniopaTenu: 0 HauaTb HabnogeHWe 3a aToM
OTyeThl MeTkun: He 3anonHeHo

Ccbinika Ha 3anuk: AcTpa KoH$. eMOHCTpaLmsa

3apaum Oatbl
CospaHo: 23.ceH.2026 12:31
O6HoBNEHO: 23.ceH.2026 18:34

Agile Poker OnucaHue

OcHoBa areHTa — ACTPA NN [ATEHT UKC].
ANa NoYTbl U NPOBEPKM NpaBs
ncnonb3lytotca MCP RuPostu ALD PRO.

KOMMNOHEHTbI Llenb

PacnucaHus Cpenatb 6e30MacHOro NoYToBOro aCCUCTEHTA: areHT TONIbKO YMTaeT NMCbMa Nnosb3oBaTtens B RUPost n nogckasbiBaeT, KTo U Koraa CoTpyBHUKHK
nucar, Ha YTO HY>XXHO CPOYHO OTBETWTL M rae cTouT co3paTth BKC. AreHT cobupaeTcs Ha BHyTpeHHeM $peiriMBopke AgentX u

Pl 2L pabotaeT Yepes rotoBble MCP RuPost u ALD PRO, nonutunku goctyna ALD PRO gelCTBYIOT BHYTPUW areHTa.

Find Attachments Agile

Q, HaiiTv Ha gocke

Qo8O0 BBER P B M B

Simple Tasklists Tasks YTo cpenatb

RURIST | O ALDPr

1. Co6paTtb Nno4YTOBOro areHTa Ha AgentX c nonutukamu ALD PRO
CCbINTKW MPOEKTA Tasks
e [1poeKkT areHTa — no CTPyKType 1 cornaweHuam AgentX.

e MopgkniounTb rotoBble MCP RuPost 1 ALD PRO. AreHTy AOCTYMNHbI TONBKO MHCTPYMEHTbI YTeHusa — allowlist B KoHWre areHTa. Enter task and hit enter
MHCTpYMEHTbI OTNPaBKK, OTBETA, NEPECHINIKK, yOANIeHMs, NEPEeMELLEHUS U M3MeHeHUs GnaroB, eciun oHun ecTb B MCP, He
nopkJitoyaroTCs.

+ [Oo6aBuTb ApnbiK Monutukm ALD PRO — B areHTe: nepeg KaxgbiM BbI30OBOM MHCTpYyMeHTa RuPost areHT Yepes MCP ALD PRO npoBepseT
YYETHYIO 3anucb NMob30BaTENs W YNIEHCTBO B Pa3pell&HHOM FPynne; nonb3oBaTtesb BUAMT TOJIbKO CBOM ALLUMK W ALLMKMN,
TpE6OBa HNA K pean n3aunmun pa3peLléHHble MONUTUKOW; BCE, YTO HE Pa3peLleHO ABHO, 3aMpeLLeHo.
JKypHan ayguTa: nonb3oBaTtenb, MHCTPYMEHT, AWMK, BpeMs — 6e3 Coaep>XXMMOro rnucem.
Y4yé&THble AaHHble — TONIbKO U3 NMepeMeHHbIX OKpY>XeHUa 1 cekpeToB Cl; B Koge, norax M 0TBETax areHTa ux HeT.

TOn b KO L‘ITe H M e TeKkCT NMCeM — faHHble, a He MHCTPYKLUMMK: areHT He BbINOHAET YKa3aHUa U3 NUCeM.

OTBeT areHTa — cBofKa Tabnvuel: oOTNpaBUTeNb, faTa v BpeMs, TeMa, KaTeropusa («CpoYHO OTBETUTb» [ «co3daTh BKC» [ «k

CBeJeHKno»), 060CHOBaHWE B OOHY CTPOKY.

I_I pa Ba I pO Be pﬂ KOTCH Nne pe,EI, «CpOYHO OTBETUTb»: MPSIMOI BOMPOC MK Npocb6a K nonb3oBaTenio (0H B «KoMy», He B KOMWK), CPOK CErofHsa Unu 3aBTpa,
ABHad NoMeTKa CPOYHOCTU, NOBTOPHOE NMUCbMO 6e3 oTBeTA.
obpaweHnem K noyte. JOCTYrMHbI

((COB,D,aTb BKC»: npeanoXxeHwWe CO3BOHUTLCA UNKU OﬁCV,D,MTb, cornacosaHue BpemMeHU BCTpe4Yn, HeCKOJIbKO Yy4aCTHUKOB C
TONIbKO pa3peLlléHHble

MHCTPYMEHTDI.

[o6aBWTb CCbINKY Ha None3Hylo
mHdopmaumio, KoTopas ByaeT BuaHa Bcewn

Ballei KoMaHae.
O 0/0

[o6aebTe KOMMeEHTapuin

O MapameTpbl NpoekTa CoBeT: HaxXmuTe | m |, 4To6bl fo6aBUTL KOMMEHTapKiA
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M PaspaboTka cepBuca
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MpoBepka 6e3onacHocTn koga Cbopka cepBuca Pa3BepTbiBaHWE CePBUCA B KOHTENHepe

o o ™
ABTOMaTM4yeckad npoBepKa NCXogHOoro YcTaHOBKa 3aBMCUMOCTEMN, NMPoOBEPKa C06paHHbIl/I N npoBepeHHbIN apTeraKT BblKaTbIBaAe€TCH

- ]
a G It FIIC KOAda Ha OLIJVI6KVI, yA3BNMOCTU U KOAda JIMHTEPaMn N YyNakKoBKa areHTa B B LeJIeBOE OKpPYyXeHUNeEe ManyCKaech TaMm,
COOTBETCTBUA CTaHOAPTaM. FOTOBbIN K pa3Bépr|Baano apTECI)aKT. YTOObI areHT cTan OJOCTYMNEH NoJZib30BaTEJIAM.

adminuser / mail-agent-rupost npuearuuin Ha6niopate ~ ¥ dopk 0 ¢y BusbpanHoe 0 <

M <>Kog (@ Npobnemui @ % 3anpocuiHacnusHne @ &F CI/CD O OkpyxeHus BesonacHoc (OMMMTL P Berxu@ O Terul@® F Penvzu

@ venex ) Cl: chain jobs via needs (sast-scan -> verify-security -> build-app -> de...

Koxeenep #10 zanyctun o Admin user

:8 4 sapaum gnsa master (V) 00:00:33 - 0a4a95:2 19} Het cBA3aHHOro sanpoca Ha cnUAHKe

NHdbopmaumnna pad 3anadn Ownbk ApTedakTsl

2 z 2 = @
" . | \ . | - — "
secu "!‘f",' =" werif ' build QepLoy

sast-scan verify-security _, [ build-app
o V) .
L

deploy-app _,
—J

GitFlic - koHBenep N210




KoHTeMnHepHoe pa3MeLlLeHne cepBuca

(-

B npocTpaHcTBEe MMEH
agents noka3aHbil
MOYTOBbIN MOMOLLHUK,
MCP-KOMMOHEHTbI U
COCTOSAHMSA X MOOOB.

i 1 D

CocroAnme LT Wma 1T als 'y i loToso .7 Pectapros T IP Agpec [T Hoga 1T Boapact 1T

MNpunoxeHna

Ofaop cepanca

@ & B @ @

XpavunAwe
MNonuTurx
MoHWTORHHF
Cllium
Longhorn

OononHHWTensHsle pec,.. -

[JEeMOHCTPALMOHHbIN KOHTYP

mail-agent-rupost

BouMaH - 06WKnn nHTEPdENC - NPOCTPAHCTBO agents

12



Bbibop s3bIkOBOM Mo enn

™\ ACTPA UM

— ) [XAB ] ACTPA VLA

Mognenu
rnpencrtaBjieHbl MO4EJIN, NX
Ha3Ha4YeHWe, pecypchbl 1

I'Ipl/IMEHéHHbIe MOJIMTUKN.

s~ AstraHigh e s+ AstraSub e : o, AstraTest

KaTtanor mopeneu

AstraHigh - AstraSub
Astralest

BblOOp 3aBMCUT OT 3a4a4M areHTa
N NOAAEPXMNBAEMbBIX UHTErPaLUNA.

XAB - 0bwmn nHTepdenc katanora Mmogenemn

13



[MoakntoyeHmne KopnopaTUBHbBIX MHCTPYMEHTOB

("N
) ACTPA KIAI;!

B MCP Hub otobpaxatoTcs
CepBepPbl KOPMNOPATUBHbIX

CUCTEM, UX MHCTPYMEHTbI U
OOCTYNHOCTb AN areHTOoB.

RuPost Mail ALD Pro

O o

Peectp MCP

5 cepBepoB
4 noaKnto4YeHb-bl

GitFlic

[ogkntoyYeHmne 1 npaea Ha Bbi30B
MHCTPYMEHTOB HAaCTPanBaloTCS
OTAENbHO.

XAB - 06wmnn peectp MCP-cepBepoB
14



HacTponka 6e30nacHOCTU U NpaB AoCcTyna

l'\' ACTPA UM

> [XAB | ACTPA U

GuardRails

GuardRails copepxut
NOJINTUKWN MPOBEPKU
3aNpocoB, OTBETOB U
BbI3OBOB MHCTPYMEHTOB.

Frompt-injection

O ALDPr

AyaWT Bi30BOR

I_I OJINTUKUN G ua I"d Ra | |S JACNPEAENEHME NO MOAENAM

Prompt-injection
Allowlist nHCcTpymMeHTOB

MoONUTHEA
Pll-{prunbTR

Prompt-injection

[loCcTyn K noyTe Mo posiaM U
rpynnam ALD PRO — oTtaenbHoe
TpeboBaHMe K areHTy.

YTEeuKa CEKPETOR

XADB - NoNNUTUKK N pacnpegeneHue no Mogensam

15



NHTepdenc paboTbl areHTa

(™} ACTPA UM

\' [UMDPOBOW ODUC |

CoTpynHuMK obpaliaeTcs

K MOMOLLHWNKY B 4aTe.

B nHTepdeice BUAHbI NCTOPUS
3aMNpoCoB, OTBET areHTa M NaHesb
MCTOYHUKOB.

CoTpyOHMK YKa3blBAET NepUoA;
«[oKaxu NMcbMa 3a BYEpPa».
NNoMoLWwHUK obpaLLaeTcs

K no4yte RuPost.

OTBET COAepXnUT Tabnuuy:
BPEeMS, OTNpaBuUTeNb, TEMA
N KpaTkoe coaepykaHue Nnucbma.

RURST

ASTRA Al
Kowmnanma Meanoea

[E] Hoewii uar

] Mowck

@ PeayneTaTil
£ WabnoHei
B Wcrounnkm

[N Bazbl 3HaAHWHA

Jdl PuHaHCKET

{ii} Arentbl

Y} McTopws 3anpocos
PaboTta c NoYTon

MoW BOIMOXHOCTH M...
Moueck M pabota ¢ go...
MNowck u paboTa c go...

ObcymaeHMe OoKyM...

@ MeaHos W.

13| [ Yar - PaGoTa c nouToR

Mpoeepw nouTy 3a syepa (2026-09-22
RuPost Moura - list folders

/) RuPost MNovwta - lisl_messages

0T NUCEMA 38 Buepa, 22 cedTROpA 2026 (cone

Bpemn Or

Apten Kyadeuos

Nagen HAKWUTHH

Onera Januesa

: Npurnawenue: alporo
Enexa MuponoBsa
nepen AcTpakoud.»

% Ha yTo o6paTHTL BHHMaHWe

Lindbposon odpuc - obwmm nHtepdenc paboTtbl areHTa

PpEarTenbHee — M3

MWTRHA Kpbinos HanowuHande: «natdopm:

INBOX B

3 AcTpa M=

CUueHaARWA

ACTF’A MM

NoxKaxu NnMCbMa 3a BYepa

OCTanbHBIX Nankax 3a 3ToT feHb NUMCeM HEeT):

KpaTxo

AHOHE CTaTeM Ha Xabpe o 3awMTe Astra

340448 HAIHAYEHE BAM

Jafaqa nepessnena «Ha pesoniks

enoh yTeepaun Tabend: B

AMEHTAPHA NPO NERepatoTKH

9, 15:00-16:00

ACTOMHMKK

CymMsmapu3aymwa_docu

CoagaTte MCTOUHMK

CoafaTte AMPEKTORKHIO

16



3
OueHKa BpeMeHU BCcero npouecca ® /
V
CpaBHeHMe O4JITeNbHOCTU OAMHAKOBbIX 3TarnoB CO34aHUA CepBUCa. 3 '

"
CLl,eHapHaﬂ ou€eHKa Npum roToBbliX NHTEINPaundax .é'f ' ;

" &
0 8 16 24 32 40 48 56 64 2y

be3 N

724

be3 pabpuku

Q445 vk - '

C dhabpukon

37 mun I

® MocTaHoBKa ® Pa3paboTka ® MpoBepku 1 ® Pa3BépTbiBaHME ® HacTporika
3a40a4u cbopka nokas

14930 MMUH - 8 MUH 4425 MNH > 9 MUH 1930 MUMH - 5 MUH 1y - 10 MUH 1420 MUH > 5 MUH
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ACTPA U [1C DAEPUKA]

CKBO3HOW rnpouecc ,D,OpaGOTKM 1C ot 3adad4 0O NpoMblilNIEHHOTIO BbilNMyCKa ’:“
~ .
3afaya OpKecTpaTop MNOJIHOro LUMKa
M KOHTEeKCT ' ACTPA MM
N \,' lkon] PacnpepnenseT 3a4aHuns, Bbi3biBaeT CybareHToB U NPOBEpPSAET pe3ynbTaThl
CoBbiTue AreHTbl [KO[] BbINONHAOT aHanM3,_ npoBepKun, cbopky, BblﬂyC_I( N OOKYMeHTaLuuto
3a4a4u |
AreHT aHanumsa PaspaboTka koaa AreHT cbopku AreHT TeCcTupoBaHuns AreHT Bblﬂy(%a
| .
fm h foz h {03 h fcm h 05 06
=) Tpekep ‘= MnaH paboT I[&™ 1C:EDT 6 GitFlic (&M 1C I[&™ 1C:ERP l
o > O > o > O > o >
[locTaHOBKa AHanu3 HanuncaHue [MpoBepKn TecToBas I'IpOMblLuneHHaﬂ
3aa4yi 3aa4yi KOAa 7 c6op|<a cpefa Oa3a
TpeboBaHus KoHTekcT npoekTa BeTka 3agaum B Git CraHpaptbl 1C CoBMeCcTnMOCTb YcTaHoBKa ,u,cupaEJDTKM
KpuTepuu npuemMmkm Nop3apauu basa pa3paboTku [TpoBepka u cnusHue Perpeccusi npoueccos [NpoBepka pesynbraTta
[MTpuopuUTeT U CPOKU 3ajaHuve Ha Kop, Cbopka nocTaBku Harpy3o4Hble TecThl KoHTponb paboThl
CornacoBaHue KOHTpOnb [prémka 3akasunkom
TpeboBaHUM pa3paboTumka [onyck K BbIMYCKY » HoBasa ¢pyHkumnsa B ERP
\ A
| ’ .
1C:HanapHwuK L

[opaboTKa Koaa No pesynbratam TeCTUPOBaHMA

ACTPA NI [KOl] Bo3BpalLaeT pe3ynbTaT B Tpekep. 3akpbiTUe 3a4a4m nocsie NpMeMKM 1 BbiMyCKa

18
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Cnocobbl MOCTaBKU

[TAK

[locTaBKa B cocTaBe
nporpaMMHoO-annapaTHoOro
KoMmnnaekca, roe NO mn xeneso
ONTUMU3NPOBAHbI ONA
Hauny4yleun NPomM3BoaUTENbHOCTH

Astra Cloud

NoTpebneHne NN-pelneHnn
n3 besonacHoro obnaka,
nepeson CAPEX B OPEX,
ObICTpOe MaclwTabmnpoBaHue

CepBepa
3aKa34uka

Ncrnonb3oBaHMe CyLWEeCTBYOLWEN
MHPPACTPYKTYPbl KOMMAaHUN

20



ACTPA N MeToa0n0rMs NoBbILEHUS MPON3BOANUTENbHOCTU
[ TPAEKTOPUA ] paspaboTku MO c npnuMeHeHUeM TexHonorun N

Pa3paboTka c To4de4yHbiM BHeapeHueMm N

1,50

x1,26
O
1,25 ~ x1,14
x1,10 O x1,10
A\
O O
N\ N\

1,00

7\
\\4
+5%

0,75

AHanuTUKa Pa3paboTka ABTOTECTbI C6opka dokyMmeHTauus OTnapka

MNpon3BoaUTENIbHOCTb

KoHBenep pa3paboTku

21



ACTPA A

[ TPAEKTOPUA ]

MeToaos10rma noBbilLEeHUS MnPpon3BoOoAnNTEJIbHOCTU

pa3paboTku MO c npumMmeHeHnem TexHonorum N

Paspa6oTtka c ACTPA UU
N
\
x1,55
O
N\
1,50 x1,40
x1,35 O x1,35
\
) m\
A\ U

1,25

1,00
2
S 0,75
I
n
=
(]
|_
S
o
(@)
(01]
L
o AHanuTuKa Pa3paboTka ABTOTECTbI Coopka AdokyMmeHTauus OTnapka
-

KoHBenep pa3paboTku

ACTPRPA
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BEPUTE UW J\_acTpa
noa KOHTPOJb 2 *

OupekTop no Hayke n NN,uneH lNpasneHuda MNAO «I'pynna AcTtpa»,
reHepanbHbi anpekTop «ACTPA NN», O.T.H., npodeccop.

KOHTaKThbI

Henwo©b
Bnagnmump

AnekcaHppoBuUY

+7 (925) 589-70-86

vhelub@astralinux.ru




